P qﬁ@l FR5F%
W

T CVAE-ReS-GRU B F W
EE R G R ERN T AT

BRI, D%, SR, WM&, KPR, A’
(1. J R MARFTAENSE) & AREIERF S, TR M 510062;
2. B R s ARG TRAE], I &R 211106)

#OE: AEXTUUE B EE R G R I T VETE A I R B A B R TR BT T R R R, $R T AT
S H it A -k 2= 5 - 1 THE M Bt (conditional variational autoencoder-residual structure-gated recur-
rent unit, CVAE-ReS-GRU) [FHIM A RS m i fll k. B, BT MRS RGN EHAGIS TR, T
RGN 2R R EARIAT RS SRR . ok, RH SR M= AL (support vector machine, SVM) ik
B AT R Re AN, IR A — B E AR BN ZE R . SRS, TN AL B L] LS 5R VAE X i R s
FPRFIEREBLRE 77: IR E S MR GRU M5, DU T S A% i 7 A0 A Sk 5 LS 1 GRU M 2%
KRB CVAE L G I BP M 28 254,  NITTIDEAFESR L. 5m, Wit shABE A e, B IE R A
VPG R R 2, SRIN R R RS U . A RIS SR, BT T VAT R R U ME R e . R R A
fabr BRI BB, IR R R BRAKT . IRBE HL ) R T AR B AT IR L TR H AR R S
PR HE .

KHEIR: WMIRIE RS, il THEIEFR ST, KR BmiDat: FRELH

PEFHES: TMT3

NHEIRERE: A

doi: 10.11959/j.issn.1000-0801.2026040

Research on anomaly detection method of power grid control
system based on CVE-ReS-GRU algorithm

Zhao Ruifengl, Zhong Wei’, Lu Jiangangl, Guo Wenxin', Lin Yuetingl, Dai Yue'

1. Electric Power Dispatching Control Center of Guangdong Power Grid Co., Ltd., Guangzhou 510062, China
2. NARI-TECH Nanjing Control Systems Co., Ltd., Nanjing 211106, China

Abstract: In view of the limitations of existing anomaly detection methods for power grid regulation systems in han-
dling complex time-series data and feature extraction, an anomaly detection method for power grid regulation sys-
tems based on conditional variational autoencoder-residual structure-gated recurrent unit (CVAE-ReS-GRU) was pro-

posed. Firstly, based on the hierarchical operation architecture of the power grid regulation system, systematic classi-
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fication and structured organization of multi-source heterogeneous data within the system were carried out. Secondly,
the support vector machine (SVM) was employed to intelligently fill in missing data, and normalization was used to
climinate the dimensional differences of the original data. Then, a time supervision mechanism was introduced to im-
prove the variational autoencoder (VAE), enhancing its ability to model the time-series characteristics of the power
grid. The residual structure was embedded into the GRU network to improve the fitting accuracy for complex power
time-series. The improved GRU network replaces the traditional BP neural network structure in CVAE, accelerating
feature extraction. Finally, a dynamic threshold determination mechanism was designed to adaptively adjust the
threshold for evaluating reconstruction errors, enabling accurate identification of abnormal data. Simulation results
demonstrate that the proposed method exhibits significant advantages in terms of abnormal data recognition accuracy
and detection efficiency compared with traditional methods, providing a new technical approach and theoretical sup-

port for enhancing the intelligent level of power grid dispatching and ensuring the safe and stable operation of the
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power system.

Key words: power grid regulation and control system, anomaly detection, GRU, CVAE, residual structure
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